Abstract
INTRODUCTION

Biometrics
The term biometric comes from the Greek word "bios" (life) and "metrikos" (measure). The biometry defines some of the body characteristics like face, gait, voice, signature, finger print, handwriting, iris, DNA etc. Since today, a wide variety of applications require reliable verification schemes to confirm the identity of an individual, recognizing humans based on their body characteristics and behavior became more and more interesting in emerging technology applications. Traditionally, passwords and ID cards have been used to restrict access to secure systems but these methods can easily be breached and are unreliable. Biometric cannot be borrowed, stolen, or forgotten, and forging one is also very difficult. Biometrics can be categorized as behavioral and physiological. Handwritten signature belongs to behavioral biometric. In most of the places the verification is done either by a person who is familiar to the signature or by matching it against a few signature templates manually. Handwritten signature verification can be classified into offline signature recognition system and online signature recognition system. The use of signatures has been one of the most opportune methods for the recognition and verification of human beings. A signature may be termed a behavioral biometric, as it can be modified depending on many essentials features such as frame of mind, exhaustion, etc. The first signature recognition technique was the Optical Character recognition (OCR) which allowed the scanning of the written text and translates it into basic text documents, which are easily accessible in digital forms [1] . The online techniques depend on the dynamic characteristics such as speed of writing, pen pressure and order of strokes etc. The offline signature verification schemes are necessary to determine genuineness of a person's signature. There are some crest and toughs in a person's signature and it remains same and thereby used to measure the genuineness. This technique is one of the ways to authorize transactions and authenticate the human identity compared with other electronic identification methods such as fingerprints scanning and retinal vascular pattern screening. Some of the well known biometric features used for authentication are tabulated below: 
Signature Types and Techniques
Signature is a behavioral biometric. The signature verification can be classified into two types, online signature scheme and offline signature schemes. Online signature schemes the data is received through sensors [2] . The data obtained is usually active data which includes the speed, acceleration, pressure, tip pressure, gradient etc. As such ones signature may change over time depending upon his her mood, health, etc. The computerize image is available in offline signature verification so the offline signature verification is important than online signature verification. 
RELATED WORK
Enhanced security is considered to be the greatest benefit of biometric technologies, followed by accuracy. Other benefits are its unique feature of not being shared/copied/lost, it reduces paperwork, and it is convenient. The signature verification is the behavioral biometry which has numerous applications in financial institutions or any other sector where transaction is involved. Also it finds wide application in person identification, forensic sciences, etc. It is because of this wide level of acceptance and potential applications that it has drawn the attention of researchers worldwide. Numerous work have been done is area. However we try to present a comparative analysis of the most recent ones.
The following table presents a comparative study of the different methods used for signature identification along with their recognition rate based on previous literature reviews. 
Scheme of Implementation
This paper discusses the methodology for offline verification methods. As compared to on-line signature verification systems, on-line systems are difficult to design as many desirable characteristics such as the order of strokes, the velocity and other dynamic information are not available in the off-line case [3] . The design of any signature verification system generally requires the solution of five sub-problems: 
Data Acquisition:
Before moving further in the offline verification, the basic step to be followed is the data acquisition. The signature of an individual varies with state of mind and physical state. So, it is necessary to collect the data from the person at different time. This requires specifying the resolution, image type and format to be used in scanning each image. To this effect, a number of existing offline signature databases was studied. So in any offline signature verification system, the first step is to extract these signatures from papers using scanners [3] .
Priya Metri, Ashwinder Kaur [4] they collected ten signatures of one person and stored it in the database which they were going to use in training of their software and not for actual matching. The database created in paper [5] showed seven signatures from each individual on A4 size paper which was divided into eighteen blocks each of width 5.5cm and height 3.5cm. Both the signatures used in training and testing were scanned at the same resolution. Samples from ten individuals were collected which gave a database of seventy signatures. Five out of the seven were used for the training of the ANNs and the rest two were used for testing. Infact in any offline method the first step is to create a database of handwritten signatures, comprising of several signatures from each person so as to overcome the various challenges in the later post processing stages.
Segmentation and Preprocessing:
This is one of the preliminary stages of signature identification. This is generally done to extract the region of interest from the image, i.e, the region containing the signature of the individual and remove irrelevant background. Image segmentation is the process of partitioning a digital image into multiple segments (set of pixels). It is the decomposition of a gray level or color image into homogeneous regions. Here every pixel in an image is assigned a label such that pixels with the same label share certain visual characteristics.
A signature image is first segmented (vertical and horizontal) and then data is extracted from individual blocks. The data is then compared with the test signature. In [6] , signature verification is done by feature extraction is based on horizontal and vertical segmentation of the signature.
Vertical Segmentation: After pre-processing first the image is put inside a rectangle or bounding box so that it is properly fitted inside it. Scanning is started from left most upper point. Here vertical scanning is performed and if any peak or crest in the image is found then a line is drawn through it. Similar process is performed by scanning from left most lower point and going upwards while scanning. In this way total image is divided in vertical segments.
Horizontal Segmentation: Horizontal segmentation is done on each vertical segment. Here scanning is done from upper left point and down to lower left point. In each case scanning is moved from left to right to find any peak or crest. If found a horizontal line is drawn through it. Similar operation is performed for right most upper point to lower point in each vertical segment. After vertical and horizontal segmentation, signature is divided to small blocks. Data can be extracted from individual blocks.
Not only this, segmentation of the ROI is very important for further processing stages.
Feature Extraction of an Image:
Feature extraction is an essential step to image processing. When the input data to an algorithm is too large to be processed, then the input data will be transformed into a reduced representation set of features (also named features vector). Transforming the input data into the set of features is called feature extraction. Many data analysis software packages provide for feature extraction and dimension reduction. Common numerical programming environments such as MATLAB, SciLab etc. are used for feature extraction of an image.
There are numerous methods for feature extraction proposed by the researchers which are discussed in brief. The features for offline technique can be classified into following categories [7] : 1) Global features: It can be extracted from each of the pixels present in the rectangle containing signature. It is easily extractable, immune to noise and depends on the alignment of the signature.
2) Statistical features:
It is extracted from the distribution of the pixels in the signature image. This technique includes the extraction of high pressure factors with respect to vertically segmented zones and the aspect ratio.
3) Geometrical or topological features: Describe the characteristic geometry and topology of a signature and thereby preserve the signatures global and local properties. This feature has a high tolerance to writing style and angle variations.
Samit Biswas, Tai-hoon Kim, Debnath Bhattacharyya, Pallavi Patil, Archana Patil [6, 8] proposed a method to verify signature based on clustering technique. Clusters technique divides the set of data points into non-overlapping groups or clusters. The various stages of feature extraction they discussed about are:
• Signature height width ratio: The ratio is obtained by dividing signature height to signature width. The height is the maximum length of the column in an image and similarly the width is the row of maximum length. This ratio may differ from person to person, but the ratio is constant for an individual.
• Signature occupancy ratio: It is the ratio of number of pixels which belong to the signature to the total pixels in the signature image.
• Distance ratio calculation at the boundary: It is calculated as the ratio of the leftmost pixel its distance from bottom boundary to the bottom left most pixel, the distance from right boundary.
• Signature image clustering: They created a separate cluster for set of sample signatures for each person.
Here they used K-Nearest Neighbors' (KNN) clustering Technique for verifying a test signature belongs which cluster.
• Centroid: It is related to the centre of the image considering the vertical alignment as x axis and horizontal alignment as y axis.
The paper presented by Rahul Verma and D.S.Rao [9] discussed about the extraction using pixel density and the energy density of each segment which is calculated by taking the number of white pixels present in a segment. Based on the chain code (direction of connecting pixel) the pixels is observed and direction vector of each pixel is noted. They also included the angle feature where each subdivided cell is then resized and partitioned into sub-cells and finally calculated the angle of each pixel.
A recent work by Prashanth C. R. and K. B. Raja [10] described verification based on angle features. They found that in the angular features, the two phases are of major concern. Initially the preprocessed signature is undergone horizontal and vertical splitting. The skeleton of the signature image is scanned from left to right and top to bottom to calculate the total number of black pixels. The image is divided into two halves with respect to the number of black pixels by two lines, vertically and horizontally which intersects at a point called the centre of signature or geometric centre.
Matching Algorithm:
Here an algorithm is defined such that it takes all the extracted features and then matches it with the templates already created in the system and provide its result to the decision system. Algorithm should be developed in a manner where its computational complexity is very less and little changes in the signature should be detected and accordingly modifications should be made so that the system returns an accurate and reliable result.
Various techniques have been used by researchers for verification of signature in offline model. Two of the most widely used methods are using Artificial Neural Network and Hidden Markov Model. In paper [1, 11] the authors proposed a system based on Neural Network. For the training of dataset ANN has been used. The features that had been extracted from signature images were fed as an input to an Artificial Neural Network using feed forward back propagation. In order to train the neural network, a set of training signature images were required, and the varieties were predefined. During training, the connection weights of the neural network were initialized with some random values. The training samples in the training set were input to the neural network classifier in random order and the connection weights were adjusted according to the error back-propagation learning rule. Feed forward back propagation neural network classifier is used to verify the signatures. Database has been split into two parts, to perform the training and testing components.
Another technique used is Hidden Markov Model Approach: [12] it is one of the most widely used models for sequence analysis in signature verification. The matching is done by steps of probability distribution of features involved in the signatures or the probability of how the original signature is calculated. If the results show a higher probability than the test signatures probability, then the signatures is of the original person, otherwise the signatures are rejected.
Performance Measures
In context, the performance of a biometric measure is usually defined in terms of In real-world biometric systems the FAR and FRR can typically be traded off against each other by changing some parameters. One of the most common measures of real-world biometric systems is the rate at which both accept and reject errors are equal: the equal error rate (EER). The lower the EER, the more accurate the system is considered to be.
DISCUSSION
Though the literature consist of a huge number of work on signature authentication using handwritten signature yet there still remain many challenges open to be resolved. As it is concerned with authentication or recognition of person, it is very sensitive and so the features extraction should be done very precisely so that they uniquely define one's signature. Also as signature authentication mainly finds application in transactions of financial institution, so the matching algorithm should be very accurate and both FAR and FRR should be extremely low. We have presented a brief study of various methods and algorithms employed for offline signature authentication.
After a study of number of works done on signature verification, it was found that a large number of systems employ limited number of features for extraction mainly done to reduce the algorithm size and make it run faster. The data is acquired as a scanned image and it undergoes various enhancement techniques leading to increase in memory size of the program. Instead, a good quality scanner can be used so that few enhancement techniques are enough to make the data available for segmentation. Moreover, a set of signature can be taken from an individual at various instances so that little variation can be neglected. Along with the existing features available for feature extraction, new features like number of pens up and pen down, unique characters and ending pattern of the last stroke can also be taken.
CONCLUSIONS
There are always concerns about adapting to new technologies. Biometrics refers to an automatic recognition of a person based on her behavioral and/or physiological characteristics. Many business applications (e.g. banking) will in future rely on biometrics since using biometrics is the only way to guarantee the presence of the owner when a transaction is made. The main benefit of using a biometric authentication factor instead of a physical token is that biometrics can't easily be lost, stolen, hacked, duplicated, or shared. The future of biometrics looks increasingly bright with the demand for security rising daily. Educational institutions, private companies and governments all have important roles in improving the technology and promoting its use through better education, knowledge dissemination, increased usability, standards, and proven reliability.
